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JETAJIBAIIA 10XOAIB, OTPUMAHHUX 3JIOYNHHUM HJIAXOM
3A 1OIMOMOTI'OI0O KPUIITOBAJIIOTH!

LEGALIZATION OF ILLEGALLY INCOME
WITH THE CRYPT CURRENCY
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CTtaTTs NpUcBAYEHa BUCBITIIEHHIO OFHIET 3 aKTyarnbHKX Npobnem kpuMiHanbHOro npaea — neranisadii 4OXoAiB, OTPUMaHNX HE3aKOHHUM LLINS-
XOM 32 JONOMOTO0 KpMNTOBantoTK. [paBonopyLLEeHHs 3 3any4eHHsIM KpMMTOBamOTW Ha Lie Yac € OAHUMM 3 HANMOLLMPEHILLKX, ane Yyepes 0cob-
NMUBOCTI (PyHKLIOHYBaHHSI KPUMTOBAIOTW PO3KPUTTS iX Maibke HemoxrnmBe. B cTaTTi onucyioTbes 0cobnmBOCTi (OYHKLIOHYBaHHS KPUTOBAMNIOTY,
BMOM KPUNTOBAIOT Ta OCHOBHI Teuii BUKOPUCTaHHSI KPUTOBAIOTU Y 3MI0YMHHUX CXemax neranisauii kowTis. Takox B poboTi onncaHo neranbHi
cnocobu BUKOPUCTaHHSA KpUNTOBamMoTK Ans 3apobiTky 3 noganbLunM AeKnapyBaHHSM JOXOAIB rpoMaasH. BukoprcTaHHs KpynToBanioT y nnatix-
HMX cUCTeMax CBITOBMX KpaiH € akTyanbHUM MUTaHHAM, y OOCNIAXEHHI HABEAEHO CNMUCOK KpaiH, siki BUKOPUCTOBYIOTb KPMMTOBAMIOTH, Ta KpaiH,
siki 3aDOPOHMITN iX BUKOPUCTaHHS Y CBOIN diHaHCoBi cuctemi. Cepes, METOLIB JOCNIMKEHHS SK OCHOBHMIA 6yno obpaHo aHani3 nitepaTypHux
oxepen. Bpaxoytoun HOBK3HY npobrnemu, Metoam 60poTbbu 3 3No4YMHaMU Takoro xapakTepy Maixe BidCyTHI.

OpHak cnig po3ymiTi, Lo paHo Ym ni3Ho MeToau 6opoTbbum 3 TakM PoAOM 3MoYMHIB ByayTb 3HaAEH Ta npaBocyaas HacTynuTb. [Ans iHTep-
HET-3M0YNHHOCTI 36epiraTn aHOHIMHICTb 3aans CBOET 6eanekun Big NPaBOOXOPOHLIB CTano HabaraTo nerwe 3 NPMXo40M Y CBiT KPUMTOBAMIOTH.
MepLuoto Takoto BipTyanbHoto BanoToto ctas BITCOIN(BTC). Mosiesa BITCOIN y 2009 poui He 6yna sigoma wmpokomy 3arany. Voro nosisy npu-
nucytoTb Catoci HakamoTo, 40Ci HEBIZOMO YU Lie ogHa MNoAnHa Yv rpyna po3pobHukiB. 3 nonynsapu3saieto KpMNToBanoT 404anocs KOpUCTyBaviB,
ane iHHoBaLiHa TexHonoris blockchain pobuna Bci onepalii NOBHICTIO @aHOHIMHUMM, TOMY 3MOYMHHICTb MoYana akTMBHO BUKOPUCTOBYBATH LitO
0COBMNMBICTb KPMMTOBAMIOT. 3 MAaCOBMM MalHIHIOM BastoTa AeLLo Npocina B LiHi, ane nicns cnagy BoHa 3HoBy nigHsanacs. [Jotenep BITCOIN — ue
HancTabinbHilwa Ta Hangopoxya kpuntosantoTa. Cnig 3asHaunTy, WO, OKpim GiTKoiHa, € Maca iHWKX KpunToBantoT, sik-0T: Ethereum, Litecoin,
Namecoin, Ripple, Quark, Peercoin, NXT.

KntouoBi cnoBa: neranisauisi KOLWTiB, KpUNTOBastoTa, knacudikauia kpuntoantot, bitcoin, blockchain, metogn neranisauii kowTis yepes
KPUTOBAMIOTY, IHTEPHET-LLIAXPANCTBO, MaWHIHI KPMMTOBAIIOT, KOHBEPTALLS KPUNTOBAOTU.

This article is described to the coverage of one of the current problems of criminal law — the legalization of proceeds illegally through
crypto currencies. Offenses involving crypto currencies are currently one of the most common, but due to the peculiarities of the functioning
of crypto currencies, their disclosure is almost impossible. This article describes the features of the crypto currencies, types of crypto currencies
and the main trends in the use of crypto currencies in criminal money laundering schemes. The paper also describes the legal ways to use crypto
currencies for earnings with the subsequent development of citizens' incomes. The use of crypto currencies in the payment systems of world
countries is a topical issue, the study provides a list of countries that both use crypto currencies and have banned their use in their financial
system. Among the research methods, the analysis of literature sources was chosen as the main one. Given the novelty of the problem, methods
of combating crimes of this nature are almost non-existent.

But it should be understood that sooner or later methods of combating this type of crime will be found and justice will come. It has become
much easier for cybercrime to keep anonymity safe for law enforcement from the advent of crypto currency. The first such virtual currency was
BITCOIN (BTC). The emergence of BITCOIN in 2009 was not known to the general public. Its appearance is attributed to Satoshi Nakamoto, it is
still unknown whether it is one person or a group of developers. With the popularization of crypto currencies, more users have been added, but
the innovative blockchain technology has made all transactions completely anonymous, so crime has begun to actively use this feature of crypto
currencies. With mass mining, the currency fell slightly in price but, after the recession, it rose again. So far, BITCOIN is the most stable and most
expensive crypto currencies. It should be noted that in addition to bitcoin, there are many other crypto currencies such as: Ethereum, Litecoin,
Namecoin, Ripple, Quark, Peercoin, NXT.

Key words: legalization of losses, crypto currencies, classification of cryptocurrencies, bitcoin, blockchain, methods of ease with the help
of crypto currencies, online storage, mining of crypto currencies, conversion of cryptocurrencies.

CycHiJIbcTBO TOCTYNOBO aJaNTYEThCS A0 KapaHTHHHHUX
yMOB, cnpuunHeHux emigemicro COVID-19. binpmie mroneit
CTaJIU NPAIIOBATH AUCTAHLIWHO. 3JI0YMHHICTh HE BiJICTAE Bif
Cy4acHHUX TEHJICHLill iHTepHeT-3apo0iTKy Ta mepeiinuia Ha
IHTepHET-1IaXPaNCTRO.

Bynb-sKHil 3T0BMUCHUK PO3yMi€, IO PaHO Y Mi3HO Mpa-
BOCY[UII MOXKE HACTYIIUTH, TOMY B CBOIX 3JIOYMHAX Hamara-
€Tbcsl 30epiratm MakcuMmainbHy aHOHiIMHicTh. Illomo iHTep-
HET-3JIOYMHHOCTI, TO 1 cdepa 3HAYHO aAKTHBI3yBaJlach €
Y CBIT KPUNTOBAMIOTH. [lepIIoro Takoro BipTyalbHOIO Bajlio-
toro craB BITCOIN(BTC). ITossa BITCOINB 2009 pomi He
Oya BiJioMa IIMPOKOMY 3araiy, ajie iHHOBaIlii{Ha TeXHOJIOTis
blockchain po6wuia Bci omepaliii MOBHICTIO aHOHIMHUMH, TOMY
3JIOYMHHICTP T10Yajla aKTHBHO BHKOPHCTOBYBATH IO BAJIOTY.

! Pobora BukoHaHa B pamkax mpoekty Ne 0120U100474 «Po3pobka MeToamkn
B3a€MOZi1 MPAaBOOXOPOHHHX OPraHiB YKpaiHMU 100 MPOTHAIT Jeraizanii 3T09MHHIX
noxonip» 0120U100474

3 MacoBMM MaWHIHIOM BaJlOTa JCHIO MpOCiia B IiHi, aie
micist criaxy BoHa 3HOBY minHsuacs. Joremep BITCOIN — ne
HalicTaOlIbHIlIA Ta Halgopoxda KpunToBattora. Ciifj 3a3Ha-
YUTH, L0 OKPIM OiTKOiHA, € Maca iHIINX KPUIITOBAJIOT, IK-OT:
Ethereum, Litecoin,Namecoin, Ripple, Quark, Peercoin, NXT.
3rigHo 3 MOMOBII0 €BPONEHCHKOTO IEHTPAILHOTO OaHKY
“Virtualcurrencyschemes — afurtheranalysis” BipTyasibHa BaoTa
BU3HAUAEThCS SIK IMGPOBE BiOOpaKEHHS I[HHOCTI, IO He
BUITYCKAETHCS LEHTPAIBHIM OAHKOM, KPEIUTHOIO YCTaHOBOIO
a00 yCTaHOBOIO €JIEKTPOHHHUX TPOIICH, sIKa Y ASSIKUX BHIIAIKAX
MOXK€ BUKOPUCTOBYBATHCS! SIK aJIbTepHaTHBa rpomam [1, c. 25].
Crijt 3a3HaYMTH, IO BUILE3ralyBaHUK OITKOIH MMOCTYIIOBO
BUTICHSIE BCI 1HIII KPUIITOBAJIOTH Ta O0CITYTOBYEThCSI CAMUMH
fioro kimientamu. Yepes 1ie OiTKOIH He TIOTpeOye Hi OpOKepiB,
Hi areHTiB, HIKOTO iHIIOrO, OKPIM KIII€HTIB, IMM BiH 3a0e3re-
yye co0i CTaOlIBHICTD, a KIIIEHTAaM aHOHIMHICTB.
HamionaneHuii 0ank VYkpaiHu Jae po3’sCHEHHS IO
BUKOPHCTAHHS KPUITOBAIIOTH B YKpaiHi: BU3HAYAE BAJIOTH /
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IOpuanunmnii HayKOBUM €1EKTPOHHUMN Ky pHAI

KPHIITOBAJIIOTH SIK TPOILOBUI Cyporar, 0 He Ma€ pearbHOl
BapTOCTI Ta HEe MOXe OyTH BUKOPUCTAHUN (i3UYHUMM 4YU
IOPUAMYHUMHU 0CO0AMH, OCKUIBKH 1€ IPSIMO CYHEPEIUTh HOP-
MaM 3aKOHOJIaBCTBa YKpainu [2].

IoB’s13aH0 e 3 THM, IO CHCTeMa OJOoK4YelH 3abe3meuye
KOpPUCTyBauaM aHOHIMHICTb Ta YHEMOXJMBIIOE 11eHTH(]I-
Kallilo SIK BiJIpaBHUKA KOIUTIB, TaK i OTPUMYBa4a, OCKUIbKH
cucTeMa HEe BHKOPHCTOBYE IMEPCOHANBHI JaHi Ui Onepaiin,
areHepye ix cama. L{e moserirye peanizamnito mpaBonoOpynIeHb
Ta 3JI04MHIB, TAKUX SIK TOPTiBIIs 3200POHEHNMU PEUOBUHAMH,
30poe€to, MoabMU. Takoxk Ll CHcTeMa IOJIETIIY€ Jeraii3aliio
JIOXOJIiB, OTPUMAHHUX HE3aKOHHUM IILISIXOM.

Buxoasuu 3 A0CHTIHKEHHS. KPUIITOBAIIOTH Ta ii 0coOIu-
BOCTEH, a came Takoi kpunto Bamot, sk BITCOIN, moxHa
3a3Ha4YUTH, 110 BOHA CTaja ieaJbHOIO BATIOTOIO IS JIerai-
3amii A0XomiB, 3100yTHX He3akoHHMM muisxoM. Cepen oco-
OJIMBOCTEN MOXKHA BUIIINTH TaKi:

1. AHOHIMHICTH KJi€HTa, CHUCTEMa HE 3alUTy€ I1epCco-
HaJIbHI JaHi ii Ki1ieHTa.

2. MOXIHUBICTh CTBOPEHHS HEOOMEXKEHOI KiJIbKOCTI
PaxyHKIB, OCKUIbKH CHCT€Ma HE IPHB’SI3YEThCS IO IIEPCO-
HaJIbHUX JaHMX, TO 1 JIMITy paxyHKiB HE iCHYE, 116 YHEMOX-
JIMBIIIO€ KOHTPOJIb PaxyHKiB 3 00Ky IPaBOOXOPOHHUX OPTaHiB.

3. KouBeprallist KpUIITOBAJIIOTH y HalliOHAJBHY Bif0yBa-
€TBCS Jy’Ke IIBUIKO 33 TOMIOMOTOI0 OHJIaH-OOMiHHHKIB, IO
TAKOXK JIIOTh aHOHIMHO.

Came 3aB/IIKM TaKUM OCOOJIMBOCTSIM KPUIITOBAIIOTH 3aJTU-
[IaTHUCS. aHOHIMHHM Y CBOIX 3JIO4MHHUX (DIHAHCOBHMX OIEpa-
LisIX IyXe Jierko. HalmomupeHinon cXeMolo 3 BiJMUBaHHS
KOWITiB € CTBOPEHHS BipTyalbHOI FOPUIUYHOI 0cO0H, 1110 IPU-
HiMa€e KPUNTOBAJIIOTY SIK IJIATiXHUH 3aci0 3a CBOI MOCITYTH.

Cxema BUITIAAA€ TAKUM YHHOM:

— CTBOPCHHS HOPUAUYHOT OCOOH-(IPMH 3 MOMKIIMBOIO
OILIaTOI0 y KPUIITOBANIOTI;

— IPOBEIEHHS aHOHIMHOI TPaH3aKILil Ha paxyHOK GipMu;

— KoHBepranis (ipMO KPHUIITOBAIIOTH B HAI[IOHAIBHY
BAJTIOTY.

TaxkuM 4MHOM, FOPUIUYHO TPOIL, 1[0 OTPUMAHI 3 L€l mifa-
cTaBHOI (hipMH, € HOBHICTIO JIEraJIbHUMM, OCKUIBKH i€ OILIaTa
3a mocayru ¢ipmu. Citifi 3a3Ha4YUTH, 110 CIIPABKHIN 37I0BMHC-
HUK HIKOJIM He Oy/ie peecTpyBaTH Taky (ipMy Ha CBOIO Mep-
cony. Jl1st [bOro 3HaXOAATh MiICTABHY 0CO0Y, JKOJIHUM YHMHOM
HE OB’sI3aHy 31 CIIPaBKHIM BJIACHUKOM KOLITiB. Taky ocoOy
caMi 3JI0BMHCHUKH Ha3MBaIOTh JIPONIOM a00 HOMiHaIIOM. Y pasi
BUKPHUTTS (PIKTUBHOI FOPUIUYHOI 0COOU BCSI TOBHOTA TIPABO-
CYIUIsl IEPEXOIUTh HAa HOMIHAILHOTO BIACHHKA, a CIPaBXKHIN
BJIACHUK IIOYMHAE BCIO I[I0 CXEMY 3aHOBO.

Oxkpim Takoi cxemu, uepe3 BITCOIN Haiiuacritie kpaayTb
rpoiii 3 6aHKiBCbKkHX KapT. CaMm 1ei 371049HH CTaB MOXJIMBUM
gepe3 BUKOHAHHS CITy’k0010 Oe31exn 6aHKy CBOIX 00OB’3KiB
HE B IOBHOMY 00Cs3i. 3T0BMUCHUK, OTPUMABIIH JaHi OaHKiB-
CBKUX KapT, KyIy€e 3 HUX OIiTKOTH Ta Iepecuiae oro XaoTHYHO
yepe3 Bci cBoi ramanii. J[ns koHBepralii Bci rpoiii 30upa-
IOTbCS. Ha OJHMH PaxyHOK, 3aBOIATHCS Ha KPHIITOBAIIOTHY

OipKy, a BXKe 3BIATH BOHH BUBOMASATHCS 3 MONANIBIIMM JICKIapy-
BaHHSM SIK IIPHOYTOK 3 TOPTiBIi Ha OipiKi.

Ane Tpeba po3yMiTH, IO JaJeKo He BCi OITKOTH-103epH
€ npasonopyumHukamu. Cepes HUX 0arato Tak 3BaHHX «Mai-
HEpiB» — JIFOEH, 10 30UPaI0Th CrelialibHI KOMIT I0TepH, BUPI-
IIYIOTh CHENiaNbHi aITOPUTMH, 32 JOIOMOIOI0 Y0To i yHKIIi-
onye BITCOIN-cuctema ta Grokueiis. Ix rpoui «4uctiy», ane
X MoXoIKeHHs Tpeba TEeX TMOSCHUTH MOJATKOBIH, 1 SKIIO 1e
He 3p0o0JIeHO, TO IIe TAKOXK € IPABONOPYILCHHSM.

He tpeba 3alyBarw, IO TOPTIBICIO KPHIITOBAJIIOTAMHU
4acTo 3aiMalOThCs CTYISHTH — JIFOIU 0e3 ogiliiiHoro noxomy
a00 ix odiniitauit noxix ayxe Manuil. Takux roneil Ha pUHKY
KPHUITOBATIOTH HA3UBAIOTh TPEHAEepaMH.

Yepes 11ie BiIOyBaIOTHCS CUTYaIlii, TIOI0HI 10 HACTYITHOI:

1. Crynenrt, 6e3po0iTHHIA a0 * Hpaltoe 6e3 HAIEKHOTO
o opMIIEHHS TPYIOBUX BiTHOCHH, HE Ma€ 0(iliiHOTO 10X0my
YU Ma€ Mi3epHUH OQIiHNN TOXiI.

2. BuiTky BBOAUTH TpOIKK (hiHAHCIB HA Oip)Ky Ta BIAIO
BKJIAJA€ThCS B €(DiplyMUMpiIll, a Iie 1 IPUTOProBy€e MOTPOXY
Ha KOJIMBAHHSX.

3. 106 «HE CBITUTHCS», BUBOAUTH KOLITU Yepe3 OOMiH-
HHK 0JIpa3y B TOTIBKY.

4. CryIeHT BuUpilllye, 10 MOXeE KyIIUTH aBTo.

5. Baocurts rpoui ajs epekasy Ha 0aHKiBCHKHUH paXyHOK
npojaBiis 1 Mae xaneny. Sk Tak? ['pomri 3abmokoBano! A GaHk
BUMarae HaJlaT¥ BiZJOMOCTI TIPO MiATBEpIKEHHS goxony [3].

3aBasSKH BCIM OCOOIMBOCTSIM KPHIITOBAIIOT PO3KPUTTS
€KOHOMIYHUX KPHUMiHaJIbHUX IPaBONOPYIIEHb 3a X BHKO-
pHUCTaHHSIM CTae Maibke HeMOXuMBUM. ClijJl 3a3HAYUTH, L0
Jeraizaist KOIITiB 3a JIOITOMOTOI0 KPHIITOBAIIOTH € HaliMeH-
M 3710M. OCKIJIBKH 3aBISIKU THM «TEILTAYHAMY YMOBaM, [IO0
ix cTBOpmJIa cucTeMa OJOKYEHH Ul 3JI0BMHCHHUKA, 000pOT
30poi, HAPKOTUYHUX PEUYOBHH, JIIOACH Ta iX OpraHiB Ha 4Op-
HOMY PHHKY CTaB OiJIBII 3aXHUICHUH Bil BAKPUTTS MPaBOOXO-
POHHUMH OpraHaMH.

Xorinoch Ou ckazary, 10 BiICYTHICTH CIOCOOIB KOHTp-
OJII0 32 KPUNTOBAIIOTAMH Ta X TPAH3aKISIMU CIIOHYKa€e IO
MIPABOBOTO BHKOPHCTAHHS TAaKOTO BHCIIOBY, SIK «HE MOXKEI
MiAKOPUTH — O4OMtoi!». LM BUCIIOBOM YCIIIIHO KOPHUCTY-
I0ThCSI Taki Kpainu, sk Snonis, HimeyunHa, yactkoBo Kurait
(8 Kurai KpuTOBadIOTY MalOThb IPaBO BHUKOPHUCTOBYBAaTH
(disuyHI Ta WOpUIUYHI 0co0H, ane A OaHKIB BOHH 3a00po-
HeHi), [cmanis, Kanaga. Onnak B ExkBamopi, boniii, Taimauni,
B’ernami Oynb-sKi onepariii 3 KpUITOBAIIOTOIO 11032 3aKOHOM.

3 o1y Ha BUKJIaieHe BUIle TexHoJoris blockchain 3aBa-
JKa€ TIPAaBOOXOPOHHUM OpraHaM y PO3KPHUTTI 0COOH 3TOUUHIIS,
TOMY OJHI€I0 3 MEPEeNOBUX 3aja¥ JIsA Kibepmomimii Ykpainu
MOBHHHA CTAaTH PO3p00OKa CHCTEMH 3aXOJIB JUI BUPAXyBaHHS
0cobu 370unHIA. [0 KPUNTOBAIIOTH CIIifi CTABUTHUCS SIK IO
«I1apiB» CHOTOJEHHS, SIK MU CTABUMOCH 3apa3 JI0 OHJIaiH-0aH-
kinry. KpunroBanora crajia iHTEpHALIOHAJIHHOIO BaTIOTOIO
13 4aCOM MOXKE CTaTH CBITOBOIO IIATIXHOIO CUCTEMOIO 0CO0-
JIUBO BEJIMKWX TPAHIIIB, HANPHUKIAA, MK HAQTOIPOMHUCIIO-
BUMH KOMITaHISIMH.
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