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Itis impossible to imagine a modern civilised world without the Internet, which gives everyone, regardless of national borders, an opportunity
to find, receive and spread information and express themselves. All processes of the world order move to a new level and find their reflection in
the virtual world. Political and social institutions play an important role in shaping and developing new technologies. There is also a globalization
of the political sphere with the use of information technologies, which leads to the creation of a transnational media Empire that creates reality for
itself and manipulates the consciousness of the masses at its own discretion. Because of the multifaceted nature of the Internet and democracy,
it is necessary to consider the various causal relationships that link technological change, political communication systems, and democratic
governance. The Internet imposes a new communication infrastructure on existing communication processes. It can play an important role in
strengthening representative democracy, as it allows for the integration of deliberative elements into the democratic system. The Committee
of Ministers of the Council of Europe speaks of the need to promote active public participation in the use of the Internet and free communication.

In this paper, the author reveals the concept of "democracy” and the purpose of the internet creation, how democracy develops in
the conditions of transition of many political processes, as well as the solution of state problems in a new dimension of the Internet. In the process,
the author describes new opportunities which Internet provides for the development of democracy, the author also explains how the Internet
affects the development of a legal society and the freedom of speech within it. The article takes several countries for comparison and compares
the mechanisms of influence on citizens through information and communication technologies, as well as examines the legal mechanisms
of e-democracy, which is designed to increase the level of participation, transparency, accountability and representation of public opinion. In
addition, the positive and negative sides of the ongoing processes, the opinion of scientists and of the author herself are clarified.
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HemoxnvBo ysiBUTW CydacHwWii UMBINi3oBaHwWii CBIT 6e3 IHTEPHETY, KU Aae KOXHIN NIOAMHI, He3BaXXatoun Ha HaLioHanbHi KOPLOHW, MOXITU-
BiCTb 3HaNTWU, OTPUMATK, NOLUMPUTY iHCPOPMALLitO | BUpaxaTy CBOi AyMku. Bci npouecy cBiTOycTpoo nepexofsTb Ha HOBUI PiBEHb i 3HAXOAATb
CBOE BijobpaXeHHs y BipTyanbHOMY CBITi. [oniTUyHi Ta couianbHi iHCTUTYTW BifirpatoTb BaXNUBY porib y (DOPMyBaHHi Ta PO3BUTKY HOBUX TEXHO-
norin. BinbyeaeTtbcsa B TOMy Yncni rmobanisaLis NoniTMYHoi cpepyn 3 BUKOPUCTaHHAM iH(DOPMAaLLiiHUX TEXHOMOTIN, L0 NPU3BOAUTL A0 CTBOPEHHS
TpaHcHauioHanbHoi Megia-imnepii, sika cTBOpIoe peanbHicTb Mig cebe i MaHinyne CBiZOMICTIO Mac Ha BniacHuii po3scya. Yepes GaratorpaHHy
npupogy IHTepHeTy i aemokpartii, HeobXigHO PO3rnsAaTH PidHi NPUYMHHO-HACNIOKOBI 3B'A3KM, LLO 3B'A3YIOTb TEXHOMOTIYHI 3MiHM, CUCTEMM NONITUY-
HOT KOMYHiKaLii i AeMOKPaTUYHOrO ynpaBsmiHHS. IHTEPHET Haknagae HOBY KOMYHiKaLinHy iHPPaCTPYKTYpy Ha iCHytoYi KOMYHikauinHi npouecu. BiH
MOXe BifjirpaBaTi BaXnuBy posib Y 3MiLHEHHI NPeaCTaBHULLKOT IEMOKPATIi, OCKINbKX 4O3BOSISIE BNPOBaAKyBaTW IOpafYi ENEMEHTU B EMOKPA-
TU4Hy cuctemy. Komitet miHicTpiB Pagum €Bponu roBopuTb NPO HEOOXIAHICTb CNPUSIHHA aKTUBHIN yYacTi rpOMafCbKOCTi Y BUKOPUCTaHHI Mepexi
IHTEpHET i BiNlbHOMY CRifKyBaHHIO.

Y paHiit poboTi aBTOp po3KpMBaE MOHATTS “AemokpaTii’ i METY CTBOPEHHS IHTEPHETY, sik PO3BMBAETLCS AEMOKpaTis B yMOBax nepexogy
HaraTbox MOMITUYHMX NPOLIECIB, @ TAKOX BUPILLEHHS AepXaBHWX Npobrnem y HOBIl MNowwmHi — IHTepHeT. Y npoueci poboTn aBTop onucye, sk
HOBI MOXNUBOCTI HaZlae IHTEPHET Anst PO3BUTKY AEMOKPATIl, @ TaKoX sk IHTEPHET BNNMBaE Ha PO3BMTOK MPaABOBOTO CyCcMinbCTBa i cBOGOAY crosa
B HbOMY. Y CTaTTi BepyTbCs Kinbka KpaiH Ans MOPIBHAHHS i 3iCTaBNATLCS MEXaHi3M1 BNUBY Ha rpomMafsiH Yyepes iHhopMaLinHO-KOMYHiKaLiiHi
TEXHOMOrii, @ TaKoX PO3rMsAAaTbCs NPaBOBI MEXaHi3MU eNeKTPOHHOI AeMOKpaTii, sika NoKMKaHa NiABULWLMTK piBEHb y4acTi, MPO3opicTb, Mia-
3BITHOCTI Ta NPeACTaBHMLUTBA AyMKW HaceneHHs. Kpim Lboro, 3'iCOBYHOTLCS MO3UTUBHI | HEraTUBHI CTOPOHM MPOLECIB, L0 BiabyBaloTbCs, AYMKU
BYeHWX | BeanocepeaHbO aBTOpPA.

KntouyoBi cnoBa: gemokparTis, iHTEpHET, eNekTpoHHa AeMokparis, ceoboaa cnosa.

Introduction

The concept of "democracy" as such originated in
the 6th century BC. It first appeared in ancient Greek political
and philosophical thought in the city-state of Athens during
classical antiquity. Democracy translated from Greek
(demokratia <demos - people + kratos - power) means
the power of the people. The Internet came into existence
in the 1960s (25 centuries after democracy) as a way for
government researchers to share information. What connects
them and how these concepts can be correlated?

Currently, power, its political structures and institutions
are undergoing significant transformations. The state needs
new technologies of power and management. Efficiency,
dynamics and general accessibility of the Internet make it
possible to effectively influence the spiritual life of society,
the consciousness of the widest masses of the people.

The issue of the influence of the Internet and of other
information and communication technologies on democracy
was studied by such scientists as Bykov A., Kabanov Y.,
Romanov B., Grachev M., Madatov A., Magomedov A.,
Rheingold H., Weare C. et al.

The role of the Internet in the development of democracies
is ambiguous, and technological progress can at help of harm
the development of society. What new opportunities does
the Internet provide for the development of democracy? How

does the Internet influence the development of a legal society?
I will try to disclose these questions below.

Main part

Inthe 1990s, the Internet was a place of free communication
and data exchange; its development was associated with
a positive impact on the development of democracy around
the world. The Internet, optimists believed, is better developed
organically in democracies, and in autocracies, influencing
governments, it promotes democratization. That was at the dawn
of the Internet, but today the situation is different, according
to a study of Interaction between the Internet and the Political
Regime|[1], conducted by Yuri Kabanov and Bogdan Romanov
of the HSE. The authors analyzed international indicators
of Internet development (population coverage according to
the World Bank) and the dynamics of government regimes
from 1995 to 2015. Today, the Internet is best developed in
two groups of countries: in strong consolidated autocracies
like Bahrain, Qatar and the UAE and in liberal democracies
like Norway, Denmark and Germany. The Internet today is
just a toolkit, the researchers conclude: it can be in demand
in virtually any political environment and rapidly develop in
any mode, it is not the technology itself and the depth of its
penetration that is important, but what Internet contents.

Amodernvision ofthe procedural foundations of democracy
cannot ignore the technical development of the modern
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society. The emergence and the growing role of electronic
systems in the structure of mass communications inevitably
brought to life the ideas of teledemocracy ("cyberocracy"). In
this case, an existence of procedures traditional for democracy
is inextricably linked with the level of technical equipment
of the authorities and civil structures with interactive systems
(TV, Internet) during elections, referenda, plebiscites, etc. This
virtualization of politics poses a new problems in the field
of ensuring the integration of society, establishing relations
with new communities of citizens (with or without such
technical means), changing forms of government control over
the public, and, conversely, removing a number of restrictions
on political participation, assessing the qualifications
of popular opinion, ways of accounting, etc.

Information and communication technologies
(ICT) provide an opportunity to move to a modern
model of democracy, in which access to information,
the possibility of direct participation in the management
of state and non-state structures will be available to all citizens
who will not need traditional national media. Such a model
is called “e-democracy”, which in a political science context
in the most general terms means “a mechanism for ensuring
political communication based on the use of network computer
technologies that promote an implementation of the principles
of democracy and allows bringing the political structure into
line with the real needs of the emerging information society”
[2].

I consider E-democracy has certain disadvantages, such as
vulnerability to manipulation by hackers who aim to extract
various information. This risk arises from the lack of sufficient
data protection. In addition, there is a possibility of rigging
the results of polls and votes by the government apparatus.
It is also possible to bribe certain segments of the population
to form a false public opinion. And, since not all segments
of society have access to the Internet, there is a danger
of dividing it into citizens who have information and those
who do not.

The spread and accessibility of ICT is a prerequisite
for the democratization of society, the development
of civic initiatives, and self-organization of people. Being
the most important means of communication, ICTs are used
to inform citizens on a wide range of issues of various types
of life, to discuss bills and other legal acts in the process
of preparing and formulating political decisions. Internet-based
communication has reached a new level of its development,
and it is necessary for the authorities in the first place.

The legal regulation of the right to the freedom of speech
on the Internet is associated with a huge number of problems
since in many cases there is a very real threat of increasing
pressure on public opinion, the introduction of censorship, as
well as falsification of facts by the state, violation of human
rights to access reliable information. Such overly strict legal
regulations that completely exclude freedom of speech
and expression should not be allowed, as is the case in some
states.

Everyone has the right to participate in the life
of the information society, therefore, states are obliged to
guarantee citizens access to the Internet. Moreover, strategies
for regulating Internet access should be consistent with
the requirements of article 19 of the Universal Declaration
of Human Rights [3], as well as article 19 of the International
Covenant on Civil and Political Rights [4] and (where
appropriate) article 10 of the European Convention on
Human Rights [5]. While certain countries and international
organizations, such as the UN, may recognize access to
the Internet as an integral part of the right to freedom
of expression and, in fact, as a fundamental and universal
right, a number of states are considering taking measures to
block content and access. Finland and Estonia, for example,
have ruled that access to the Internet is a fundamental right
of their citizens. According to a 2010 BBC World Service

survey of 27,000 people from 26 countries, “almost four-
fifths consider access to the Internet as a fundamental right.”
[6]

Moreover, anumber of sites were banned in 2017 in Ukraine
in connection with military events in the east of Ukraine, by
a presidential decree on the introduction of new sanctions
against Russia. The decision led to the ban of the resources
in Ukraine of the Russian holding Mail.Ru Group, Yandex,
social networks Odnoklassniki and Vkontakte and others.
In May 2020, the same restrictions were reintroduced by
Decree No. 184/2020 [7]. According to the international
human rights organization Freedom House, blocking sites
limited the rights of Ukrainians and causes significant damage
to freedom of speech, information space and the country's
economic interests. Representatives of the organization note
that Ukrainians have not completely lost access to blocked
websites and use a VPN. But we should understand that
misinformation and propaganda materials are also posted on
other social networks, in particular Facebook and Twitter, but
they are not blocked for Ukrainians.

Real practice shows that even western democracies cannot
do without some form of control over the Internet. Today,
there are almost no states in the world that have completely
abandoned Network regulation. Somewhere this is done
openly, as in China. Access to the number of foreign websites
from the territory of the People’s Republic of China is limited
under the Golden Shield project (the so-called Great Chinese
Firewall). Web pages are filtered by keywords related to state
security, as well as by the "black list" of website addresses.
In other countries, under child protection laws or liability for
spam and viral content, as in the United States. In any case,
the Internet is actively censored everywhere. The difference is
only related to the degree of state intervention.

I agree with Magomedov A.A. who considers that on
the one hand, network technologies today allow us to talk
about a new stage in the development of democracy [8]. Using
the technical capabilities of the Internet and social networks
(for example, Internet voting or Twitter), an active population
can be involved in political decision making, forming both
asystem of truly popular control over the activities of politicians
and government officials and the opposition movement. The
development of such technologies indicates that modern
society has already matured in order to independently express
their civic position. On the other hand, it cannot be ruled out
that these movements can be guided by a specific customer
or manipulator, raising the question of the true causes of such
pseudo-democracy.

Conclusions

One of the foundations of democracy is freedom of speech
and freedom of political choice. In turn, the Internet is
a platform for the implementation of these rights.

In democratic societies, the Internet is free from state
regulation, often through its citizens criticize some government
measures that reduce the social standard of living of people,
restricting their rights and freedoms. In these actions, politics
is seen - the interests of certain, opposition-minded political
forces, oligarchic groups, political parties and movements that
have access to the network.

The Internet has great potential for active influence
not only on citizens' perceptions of certain political
phenomena and events but also on their attitude to politics
as a whole. Both the political passivity of the population
in any issue, and its massive activity are directly related
to the position of active bloggers and administrators
of the sites most popular in this matter. Information support
is one of the most important guarantees of the systematic
and correct formation of the country's strategic course.
I consider that the role of the Internet is to help citizens
integrate into the process of forming government bodies, to
acquire and implement skills of open political participation
in the life of the state.
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